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JXTA & Web Services Using Secret Key Based
Encryption
Sabiha Hossain, Upama Kabir, Shaila Rahman and Aloke Kumar Saha
Abstract— JXTA is a P2P (Peer-to-Peer) Semantic Web application, which is aimed to accommodate heterogeneous resource
metadata repositories in a P2P manner.,the main focus of research in cellular domain has shifted to “Web Service Security” The aim of
this thesis will be to develop a distributed service discovery mechanism. JXTA's P2P provides perfect solution for service (Web
Service) discovery and Algorithm for Web Service Security. Here I have implemented an algorithm for web service security by using
RSA Cryptographic Library and AES Encryption technology. Because most of the attackers may have easy access to Web Services
that do not have adequate protection against unauthorized access. So, as the business needs to be protected against unauthorized
infiltration, we need to implement some security measures in the Web Services. RSA Laboratories implemented a 330 bit security
algorithm on March 18, 1991 named RSA-100. But that was factored within two weeks. Since then RSA has been improving the
strength of the algorithm and the latest RSA has 2048 bit key based encryption system. So, in this thesis I have proposed the
implementation of an algorithm that is a composition of RSA and AES Encryption that is believed to be strong enough for today’s
hardware to be factored with.
Index Terms — Peer to Peer Network, JXTA, Web Service, Encryption and Decryption Algorithm.
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INTRODUCTION

W

EB Services are a set of standards and a programming method for sharing data between different
software applications. In other words, Web Services is a
standardized way to distribute services on the Internet
This thesis focuses on peer-to-peer as a method to combine Web Services and mobile ad hoc networks and to use
JXTA as peer-to-peer platform. JXTA is a distributed platform that tries to standardize peer-to-peer. The objective
is to provide interoperability between entities in the network, be platform independent and offer ubiquity, i.e. any
device with a digital heartbeat can participate. JXTA defines a number of concepts that are common for peer-topeer networks like peer, peer group and pipes.
This Master’s Thesis investigates the possibility to
combine Web Services and mobile ad hoc networks using
JXTA. Web Services provide methods on how to distribute services over the Internet in a standardized way. The
Web services framework is divided into three areas 1. The

3. The universal description, discovery and integration
(UDDI) directory that is a registry of Web services descriptions. The aim of this thesis will be to develop AN
ALGORITHM FOR Web Service Security.

2 RELATED TECHNOLOGY
Mobile embedded devices are small, microprocessorbased consumer products, like hand-held battery operated products such as cell phones, two-way pagers, and
personal portable organizers.

2.1 Peer-to-Peer Network Architecture
Distributed network technologies try to compensate for
some of the limitations of the client/server architecture.
They provide a client with an interface to call for services,
and so limit the client’s knowledge of where to find the
services. The earlier distributed network technologies like
CORBA and DCOM are highly advanced, and are to extensive and heavy for embedded devices

simple object access protocol (SOAP) that enables communications among Web services;
2. The Web Services Description Language (WSDL) that
provides a formal, computer-readable description of Web
services; and
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Fig. 1: Basic Peer-to-Peer architecture

JXTA & WEB SERVICES USING SECRET KEY BASED ENCRYPTION

2.2 Hybrid Peer-to-Peer Architecture

3.2 JXTA Architecture

The notion of peer-to-peer has been extended to cover a
range of protocols and solution that does not fully satisfy
the pure peer-to-peer definition. Many peer-to-peer
protocols have introduced a central element in the peer
structure to be able to offer a consistent connection.

2.3 Gnutella
Gnutella is a program that offers sharing, searching and
downloading of a large amount of file types. Unlike Napster, the Gnutella protocol does not maintain any form of
central caches and does not offer a new naming policy to
deal with the dynamic client IP addresses.

2.5 Napster

Fig. 2: JXTA Architecture

The Napster protocol is composed by clients and servers,
and seems in the first place to be nothing like a peer-topeer networking application. The reason why it Napster is
introduced to be the originator of the peer-to-peer paradigm is that it is the first service that take advantage of the
possibly enormous amounts of free storage placed in the
Internet clients.

4 WEB SERVICE
WSDL describes Web services starting with the messages
that are exchanged between the requester and provider
agents. The messages themselves are described abstractly
and then bound to a concrete network protocol and message format. Web Services Description Language (WSDL)
is an XML based specification Simple extensions to existing Internet infrastructure can implement Web services
for interaction via browsers or directly within an application. The application could be implemented using COM,
JMS, CORBA, COBOL, or any number of proprietary integration solutions

3 JXTA
.JXTA technology is a set of simple, open peer-to-peer
protocols that enable any device on the network to communicate, collaborate, and share resources. JXTA peers
create a virtual, ad hoc network on top of existing networks, hiding their underlying complexity. In the JXTA
virtual network, any peer can interact with other peers,
regardless of location, type of device, or operating environment - even when some peers and resources are located behind firewalls or use different network transport
protocols.

3.1 JXTA protocols
At the highest abstraction level, JXTA technology is a set
of protocols. Each protocol is defined by one or more messages exchanged among participants of the protocol. Each
message has a pre-defined format.In this regard, it is akin
to TCP/IP. Whereas TCP/IP links Internet nodes together, JXTA technology connects peer nodes with each other..
So is JXTA. Moreover, JXTA technology is transport independent and can utilize TCP/IP as well as other transport
standards.







Peer Discovery Protocol
Peer Resolver Protocol
Peer Information Protocol
Peer Membership Protocol
Pipe Binding Protocol
Endpoint Routing Protocol

Fig. 3: The structure of WSDL document

Integration of Web Service with JXTA
For Services deployed in JXTA or Web Services Environment to be able to find each other & communicate, we
have to do the Gateway Implementation. The Gateway
does two major things:
 Communication protocol transformation
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some complications since JXTA does not consider how
services, other than core services, are invoked. Any service invocation is possible, including opening direct socket connections to the service, performing Remote Method
Invocation (RMI) on a remote service object or simply
sending messages to the target peer formatted in accord
with the Simple Object Access Protocol (SOAP) document
model. The Module Specification Advertisement exposes
the information on how to communicate with the service,
but no standard for service invocation has been adopted
by JXTA.

Service Advertising between JXTA & Web Services environment communication protocol
transformation

6. WEB SERVICE SECURITY
The WS-Security specification provides ways to add security
headers to SOAP envelopes, attach security tokens and credentials to a message, insert a timestamp, sign the messages,
and encrypt the message. The protocol ensures authentication with security tokens. There are three types of security
tokens, namely Username/password, Binary, and XML tokens, which can be attached to WS-Security header.

Fig. 4: Advertising between JXTA & Web Services environment

5.1 JXTA to Web Services
When the Gateway receives the advertisement from a Fig.
4: Service invocation from a JXTA network
JXTA peer, it translate the JSDL associate with the JXTA
peer's service to WSDL, and register the WSDL into UDDI, Services in the Web Services environment can find the
"JXTA" service as a "Web" Service on the Gateway, and
invoke "JXTA" service by sending SOAP message to the
Gateway, the Gateway will transfer the SOAP request in
JXTA protocol to the JXTA peer on which the real service
is deployed.

6.1 Web service related security specificaions
1. Terminology
2. Quality of Protection.
3. Namespace
4. ID Refferences
5. Security Header
6. Security Tokens
7. Token References
8. Signature
9. Encryption
10. Decryption
11. Security Timestamps

5.2 Web Services to JXTA

Service Invocation through
WSDL/SOAP in JXTA

JAX-WS

Decrypt &
Authenticate
User Info

Encrypted User
Info

JAX-WS

Pipe

Pipe

JATA

6.2 RSA Encryption
Service

Client Application

JXTA
JXTAMessage
Message

JXTA

SOAP
SOAP

In 1977, Ron Rivest, Adi Shamir, and Len Adleman developed the public key encryption scheme that is now known as
rsa, after their initials. The method uses modular exponentiation, which can be performed efficiently by a computer, even
when the module and exponent are hundreds of digits
long. The public key is a modulus m and an exponent e. A
message is represented by a number c between 0 and m-1. (If
the message is longer, chop it up into pieces and encrypt each
piece.) Raise c to the e power mod m and transmit the result.

Fig. 5: Service invocation from a JXTA network

6.3 AES
In cryptography, the Advanced Encryption Standard
(AES) is a symmetric-key encryption standard adopted by
the U.S. government. The standard comprises three block
ciphers, AES-128, AES-192 and AES-256, adopted from a
larger collection originally published as Rijndael. Each of
these ciphers has a 128-bit block size, with key sizes of
128, 192 and 256 bits, respectively. The AES ciphers have
been analyzed extensively and are now used worldwide,
as was the case with its predecessor,[ the Data Encryption
Standard (DES).

When the Gateway receives a Web Services registration
request in Web Services environment, it translate the
WSDL into JSDL and does the JXTA advertisement about
this service in JXTA environment, peers in JXTA environment can find this "Web" service and invoke this
"Web" service by sending SOAP request to the Gateway, the Gateway will transfer the SOAP request in HTTP
protocol to the Web Application server on which the real
web service is deployed.

5.3 Service Invocation from a JXTA Network
The use of Web Services in a JXTA network involves
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6.4 Encryption Decryption procedure
 Client->
RSA Signing Private Key
RSA Exchange Public
 Server->
RSA Signing Public Key
RSA Exchange Private Key
 Secure Login (Single Sign on or Secure Login).
Client:
1. Get the key that both client and server knows
2. Append a random string of 32 bytes with it.
3. Append timestamp with it. This is User Info.
4. Encrypt this string using RSA Signer (Client's
private key).
5. Append the encrypted string with User Info. This
is Signed User Info.
6. Create an AES session key (256 bytes). Use AesEncrypter for this.
7. Encrypt the session key using RSA Encrypter
(Server’s public key).
8. Encrypt the signed user info using AesEncrypter.
9. Append encrypted session key with the encrypted signed user info. This is the Secure ID
Server:
1. Get the encrypted session key from first 256
bytes of UID.
2. Decrypt the session key in bytes using RSA Encrypter (Server’s private key).
3. Decode the session key from byte array to
string.
4. Set the session key to the SessionKey property
of AesEncrypter.
5. Decrypt the remaining part of the UID using
AesEncrypter.
6. The readable decrypted signed user info will be
visible. Now separate the user id, random,
timestamp and signature values from this
string.
7. Get the user id, random and timestamp in a
string separated by "&".
8. Use RSASigner (Client's public key) to validate
the signature. Give the above string and the
signature as parameter.

6.6 Total time required for brute force attack
Fastest supercomputer “Cray Jaguar” (Invented in 2009
by DoE-Oak Ridge National Laboratory, Tennessee, USA)
can process 1.759 PFLOPS per second.
1 Peta = 1,000,000,000,000,000 = 1000e+5 = 10e+15.
Such a system can break the key of length 2048 bits in
2e+2048/10e+15/60/60/24/365 years = 8.8e+8809 years
using brute force attack

7

In the beginning of the thesis we investigate encryption Decryption Algorithm by using both RSA Signer and AES Encrypter. Two main obstacles to overcome to achieve the goal
of this thesis were identified namely how to distribute web
services using JXTA and how to deploy an Encryption algorithm for the secured web service. Tphis paper presents an
implementation of a web service security technique using
RSA and AES Encryption technology. It will secure the web
service provided for any business purpose from almost all
known security loopholes. Though the attackers may try to
crack, but I believe it will be theoretically impossible using
today’s hardware to break the proposed security.
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6.5 Key length vs. brute force combinations
.

Key size in bits
8
56
64
256
2048

CONCLUSION

Permutations
2e+8
2e+56
2e+64
2e+256
2e+2048
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